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ONLINE CERTIFICATE RENEWAL PROCEDURE

What you need to know

Before you start the certificate renewal procedure, you need to purchase the correct product
(,Online renewal for existing EuroCert customers”) on our online shop, which is available at the
following link:

Online renewal for current EuroCert clients.

As soon as you have completed the purchase, the renewal code will be sent to the email address
you provided.

PLEASE NOTE:

In order to be able to renew your certificate, please check first if the following technical
requirements have been met:

The correct software for your smart card has been installed

The e-signature software app SecureDoc2 has been installed and updated to its most
recent version

While you are performing the renewal procedure, the smart card remains inserted in the
reader and the reader is connected to the PC. You can download the software from HERE:

Expiration date of the new certificate will be calculated from the completion of the renewal
procedure.
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Stage 1.

a Start the SecureDoc 2 app and go to the “Certificate renewal” tab.

(9] SecureDoc = o X
Signing Veryfing Settings Help About program
Signature variant: PAdES-BES (without timestamp)
¥ PAGES (only PDF) Signature type: Enveloped
X XAdES Digest algorithm: SHA-256 Sig
document files
Commitment type: Proof of sender
signature format Signature parameters Data
Input data (0) Output data (0) | Status
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Q Click “Certificate renewal”.

[/ SecureDoc - o >
Signing Veryfing Settings Certificate renewal Help About program

h:

Purchase Certificate
renewal renewal
Ceruficate renewal

Input the renewal code received in the email message.

(9 Enter renewal code X

==| Renewal Code
Qf“u Please enter your certificate renewal code.

Renewal Code:
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Fill in the first tab of the renewal form (“Basic information”). Please make sure all details
you enter are accurate and correct (no typos and no trailing spaces follow the first name
or surname).

If you need to include your business details in your certificate (business or company

name, your position, department), check the “Certificate with business details” box
and fill in the empty fields.

r'@] Renewal form X )

A Basic information @ Contact information

Personal data included in the certificate

First name: L Second name: o Surname: o

Citizenship: L) 1D type: L) Country of issuing the ID: L)
Polska Numer osobisty [np. PESEL, ID ] Polska

ID number: L]

Additional data: L

Certificate with company/organization data represented by subscriber.

Identification data

Type of identification document: o

Dowéd osobisty
Document number: L

The authority issuing document: L

Expiration date of the document: o Place of birth: @ Date of birth: @
dd.mm.rrrr (] dd.mm.rrrr (m]
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o Fill in the required details on the other tab of the renewal form (“Contact details”),
double-check the data for correctness and click “Send”.

0/ Renewal form 5

A Basic Information @ Contact information

e-mail address: @ Phone: @ Country e
Polska

| consent to the processing of personal data provided in the form in order to receive commercial information (e.g. new
sales offers, marketing activities) by electronic means by EuroCert, in accordance with art. 10 of the Act of 18 July 2002
on the provision of electronic services (i.e., Journal of Laws of 2017, item 1219) and via telecommunications terminal
equipment and automatic calling systems in accordance with Art. 172 of the Act of July 16, 2004 - Telecommunications
Law (i.e., Journal of Laws of 2017, item 1907, as amended), i.e. using a mobile phone, tablet, computer.

T |

° Click “OK” in the message dialog box.

<

IR oc  Veviop St Cenfnersnewsl | Hep  Aboutprogram

= -
|
R
Purchase Cenmcae
renewal renewsl

Ceruficate renewad

SecureDoc

° Your certification agreement has been prepared

In the next step, an agreement will be displayed that will have 10 be signed with a valid

qualified certificate.
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Read the agreement and click “Sign and send”.

@ Show the renewal agreement o X

© @

kwalifikowanych ustug zautania turoCert dostepnej dostepne) na stronie internetowe)

https://eurocert.pl/repozytorium.
§3
Wydanie certyfikatu stuzacego do podpisu icznego je na pod:
danych zawartych we wniosku o wydanie certyf ikatu ego integralng czes¢ j umowy.
§4

Subskrybent oéwiadcza, ze:
zapoznal sie przed zawarciem niniejszej umowy z ,Polityka certyfikacji | kodeksem postepowania
certyfikacyjnego kwalifikowanych ustug zaufania EuroCert”, ,Zasadami | warunkami $wiadczenia ustug
zaufania przez EuroCert” umieszczonymi na stronie https: //eurocert pl/repozytorium, zawnera]acvml
m.in. informacje o warunkach uzycia certyfikatu, sposobie rozpatrywama skarg i sporéw, zakresvel
ograniczeniach stosowania certyfikatu oraz skuU(ach prawnych h
elektronicznych,

2. wyraza zgode na przetwarzanie danych osobowych przez Administratora Danych, ktérym jest EuroCert
Sp. z 0.0. z siedziba w Warszawie, ul. Putawska 474 w celach niezbednych do realizacji procesu
certyfikacji oraz przyjmuje do wiadomoéci, i2 ma prawo dostepu do tresci danych osobowych, o ktérych
mowa wyzej oraz ich zmiany,
zapoznat sie z obowigzkiem informacyjnym umieszczonym na stronie https://eurocert.pl/repozytorium,
wszystkie informacje podane przez niego we wniosku o wydanie certyfikatu stanowiacego integralng
czeé¢ niniejszej umowy sa zgodne z prawda,

5. wyraZa zgode na otrzymywanie mformacjn o zbl:za)acym sie terminie wygasniecia certyfikatu na adres
e-mail podany w procesie rejestracji.

s

§5

Umowa zostaje zawarta na czas ia waznosci certyfik

o dnia , ktdry zostat wydany na
jej podstawie. Doktadna data wanosci certyﬁkatu znajduje sie w certyfikacie.

§6
Spory wynikajace z realizacji niniejszej umowy beda rozstrzygane przez sad wiasciwy dla siedziby EuroCert.
Wszelkie zmiany niniejszej umowy wymagaja zachowania formy pisemnej pod rygorem niewaznosci. Umowa
sporzadzona zostata w dwdch jednobrzmiacych egzemplarzach, po jednym dla kazdej ze Stron.

Subskrybent

EuroCert

Purchase
renewat

Sgning  Veryfing  Settings  Certficaterenewal  Help  About program

Cenicae
rencwal

Cernficate renewsl

! Uist of renewal centificates X
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0 Input the PIN code and click “OK”.

(9 Enter the PIN code ¥

fa-:?] PIN code
000 Enter the PIN code

The selected certificate to signing the data

==| Issued for: Aleksandra ;

@ Issued by: Centrum Kwalifikowane EuroCert
Valid from: 27.05.2022 12:46:03
Valid to: 26.05.2025 12:46:03

Smart card reader: Feitian SCR301 0
Token: CardOS V5.3

The following message will show. It confirms that you have completed the first stage of
the renewal procedure successfully. Your application will be verified within up to 48 hours.

8 sevure
B s veviog S | Contcmersoewel | Hep  Aboukprogrem

R B

Ceruficate renewat

SecureDoc X
o Your certification agreement has been prepared
I the next step, an agreement will be dispiayed that will have 10 be signed with a valid

| qualified certificate.

i

PLEASE NOTE: Wait for an email message from EuroCert that includes a signed copy of

the agreement. Once you have received it, proceed to Stage 2.
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Stage 2. (Please resume here once you have received the signed agreement).

a Start the SecureDoc 2 app and go to the “Certificate renewal” tab.

(9] SecureDoc - o X
Signing Veryfing Seutings Help About program
Signature variant: PAJES-BES (without timestamp)
¥ PAGES (only PDF)| Signature type: Enveloped
X XAJES Digest algorithm: SHA-256
Commitment type: Proof of sender

Signature format Signature parameters Data

Input data (0) Output data (0) Status
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a Click “Certificate renewal”.

[0 SecureDoc - o X
Signing Veryfing Settings Certificate renewal Help About program

w | B

Purchase Certificate
renewal renewal

Ceruficate renewal

e Input the renewal code received in the email message.
: [0 Enter renewal code X

Renewal Code
Qﬂ Please enter your certificate renewal code.

Renewal Code:
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° Click “OK”.

SecureDoc X

n Your Certification Agreement has been sent to the Certification Center.

The registration inspector is currently verifying the application for the renewal of the
certificate along with the certification contract.

Wait for an e-mail with information on the next steps.

Select the certificate which was used to sign the agreement at the first stage of this
renewal procedure and click “OK”".

Signing Veryfing Seqtings Certificate renewal Heip About program
- 18
Purchase Centcate
renewad renewd

Cerpficate renewsl

¥ Ust of renewal centificates X
= Cryptographi device
Issued for Issued by Valxd from Valid to

Centrum Kwalificowane EuroCert 27052022 124603 | 26052025 124603

“
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° Input the PIN code and click “OK”.

[0 Enter the PIN code

[F] PIN code
000 Enter the PIN code

| l

The selected certificate to signing the data

Issued for: Aleksandra .

@ Issued by: Centrum Kwalifikowane EuroCert
Valid from: 27.05.2022 12:46:03

Valid to: 26.05.2025 12:46:03

Smart card reader: Feitian SCR301 0
Token: CardOS V5.3

0 Please wait until the renewal process is completed.

[0 current process

:*-_—__‘——Cu'ruiprm

@(‘n Sending an application for renewal of the cerificate to the
w_/ EuroCer certification center

The following message will be displayed as a confirmation that the renewal procedure has

been completed successfully.

SecureDoc

0 Thank you!

The certificate renewal process has been completed.
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Stage 3. Register the certificate in the system (Windows only).

Start the Smart Security Interface app. Go to the “Register” tab and click the “Register”
button.

Charismathics Smart Security Interface X
Change Token PIN  Unlock Token PIN  Change Token SO PIN  Registration

Card type: CardOS V5.3 | EC13244
User PIN status: CardQOS V5.3 does not support this funtion

SO PIN status: CardOS V5.3 does not support this funtion

In order to be able to use your smartcard/TPM with the microsoft products you need to register
your personal certificate. To do so, please insert your smartcard into the card reader and dick the
button "Register”, The application will then perform any further steps to register your certificate.

At the end, a message will be displayed that will confirm the new certificate has been
registered successfully.
Charismathics Smart Security Interfface X

0 Registration successful.

0 The process has been completed.

PLEASE NOTE:

If you have not installed the Smart Security app yet, you can download it from our
website:
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