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1. Installing application
To start using Szafir for macOS please ensure that following technical requirements are met:

1. installed Java Runtime Environment (available on https://java.com)

2. installed middleware for SmartCard that is to be used
3. during signing process the SmartCard has to be inserted into corresponding slot in the reader

and reader has to be connected to the computer
The installation process involves the following steps:

Please download Szafir application (available here: elektronicznypodpis.pl as third position in section

described as ,, Aplikacja Szafir do sktadania i weryfikacji podpisu elektronicznego”).

Please decompress szafir_mac.zip file if this wasn’t done automatically (output filename will be

szafir_XYZ.jar but instead of XYZ there will be three digit numer describing version eg. 619).
Please move szafir_XYZ.jar to preferred location (eg. Applications on system drive).
Please open szafir_XYZ.jar via double click.

If the operating system displays an error regarding inability to open the file please right-click on the

file Szafir_XYZ.jar (manual available here: https://support.apple.com/en-us/HT204895) and choose

Open while holding Alt/Option key on computer’s keyboard.

2. Configuration settings

1. Please open Szafir and choose ,Settings” in main menu.
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File Tools Window Help
sign
verify
timestamp
wizard
encryption

settings

...

2. Please click ,Edit".

Szafir 2.0.0 (build 619)

/
|

..0One certificate.
S ‘Many uses.

This compater program is ficensed - ©. All copy rights are the feoperty of the Krajowa izba Rozliczeniowa SA All rights
resensed, Liceqsing is effected ia accordance with the priiipbes provided by KiR. Szatle name is a resersed treds mark.
The software also comprises the user's decumentation and all 1he other documents related to the software.

Available configuration

=, <Default configuration> [active] | Add |

Konfiguracja 2020-08-19 09:21:43

| Remove |
Edit

[ opons

Help

3. Please choose ,Technical component”.
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Name | <Defautt configuration>

¥ O © ] ) (]
tes ical
putting a signature verification timestamping encryption component network settings eArchive

— ¥
SgHg cRitce
| Optional certificate v
_[[Detautt parameters | Poicy | Source ( resuts signature |
Format: Signature
© caues (Prcskn) Varant: | 0o o stach scstoest irfemancn ghces 2€s) [¥)  [] Add another signature ta the fle containing the signature
Digest algorthm; | SHA-256 v ] Save the signed data with the signature
© xades j
() PAGES ffor PDF files/ Commitment type: [ Proaf of appraval )
@R (] Embedded signature {countersignature) | Enveloped signature ] Signature compatible aDekiaracie
L‘*J |__ Restore defaut settings | | Save J | cancel

4. Please ensure that all available options are unchecked and then click ,,Add”.

] Configuration

Name | <Default configuration>

¥ pe) ©n g Jo
technical
putting a signature verification timestamping encryption component

KCS#11 (cryptographic card) - CryptoCard Carbon
cpkip11.dylib

KCS#11 (cryptographic card) - Graphite
PKCS11Graphite.dylib

1
[_ma Jf Remove J( Est |

Hep | |_Restoredefauttsettings | [ Save | [ Cancel |

5. Please enter preferred user friendly name (eg. EuroCert) and then click

6. ,Indicate file” to choose correct library.
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@ Provider
Type of the provider: | PKCS#11 (cryptographic card) I>)
User friendly name:
PKCS#11 library
Indicate file 1
oK | cancal |

3. Indicate the cryptographic library

3.1.Cryptographic devise

[Applications/Charismathics/libcmP11.dylib and click ,Select” to confirm.

3.2.Qualified ECSigner cloud signature

/Library/Application Support/ECSigner/ECSPKCS11.dylib and click ,,Select” to confirm.

4. Save changes

1. Confirm the changes made in the configuration with the "OK" button.
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| PrCs#1 7]

Use friendly name: | EuroCart

PKCS#11 Rwary

IAppicatons/Charsmathics AbcmP1 1 dyl Ingicate fie

Name | <Default configuration>

A o i5ol S
g @) @] 5 P
V &2 0 &
technical
putting a signature verification timestamping encryption component network settings

PKCS#11 (cryptographic card) - CryptoCard Carbon
bcepkip11.dyib

__ PKCS#11 (cryptographic card) - Graphite
PKCS11Graphte.dyib

PKCS#11 (cryptographic card) - EuroCert
libemP11.dylib

Help | Restore default settings  ff | Save J Cancel |

3. Confirm the changes made in the configuration with the "Apply" button.

@ Available configuration

=, <Default configuration> [active] | Add |

Konfiguracja 2020-08-19 09:21:43

4. Please close and reopen the Szafir application to start using the qualified signature.
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