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1. Technical requirements

Before starting the configuration, make sure that the following technical

requirements are met:
1.The appropriate middleware for the smart card you are using is installed
2. Adobe Reader software installed

3. During the configuration procedure, the card must be in the reader and the reader must

be connected to the computer

If the Adobe Reader software has not been installed, please download it from the

manufacturer and install: https://get.adobe.com/pl/reader/

2. Disabling Adobe Acrobat Reader security

You should disable Protected Mode, select Edit> Preferences> Security (Enhanced)

and uncheck Enable Protected Mode at startup.

Disable native mode, select Edit> Preferences> General and uncheck Enable native

operating system mode for optimal performance.

2. Indication of the library

The configuration process involves the following steps:

1. Please open Adobe Reader and click ,Edit” in main menu, then please choose

,Preferences”.

& DR File Edit View Sign Window Help
About Adobe Acrcbat Reader DC

P
Acrobat Reader
TS Lg
Hide Adobe Acrobat Reader DG 36H
Hide Others ®H Welcome to Acro

Quit Adobe Acrobat Reader DC HQ

ins Recommended tools... Ses Al Tools
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2. Please choose ,Signatures” among the categories on the left side of ,Preferences”

window, and then click the button marked below.

Categories:

General

Page Display

Digital Signatures

Creation & Appearance

3D & Multimedia
Accessibility

Email Accounts
Forms

Identity

Internet
JavaScript
Language
Measuring (2D)
Measuring (3D)
Measuring (Geo)

Reading
Reviewing
Search

Security

Adobe Online Services

Identities & Trusted Certificates

Multimedia (legacy) Document Timestamping

Multimedia Trust (legacy)

Security (Enhanced)

Signatures
Spelling

« Control options for signature creation
« Set the appearance of signatures within a document

» Control how and when signatures are verified

« Create and manage identities for signing
« Manage credentials used to trust documents

« Configure timestamp server settings

4
More...
More...

—
More...
More...

3. Please expand list named ,Digital IDs”, then choose ,,PKCS#11 Modules and Tokens” and

finally click the button marked below. Within newly opened window please indicate the

cryptographic library.

3.1. Cryptographic devise

/Applications/Charismathics/libcmP11.dylib

3.2. Qualified ECSigner cloud signature

/Library/Application Support/ECSigner/ECSPKCS11.dylib
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— and Trusted Certificate Settings
g

~ Digital IDs
Foaming ID Accounts
Digital ID Files
Keychain Digital IDs

Trusted Certificates

I Attach Mudula! Detach Module
fBauTe Manut ~ Lorary Path

2 Refresh

E Manage PKCS#11 Modules

This is a list of loaded PKCS#11 modules. You can load additional modules to gain access to new
cryptographic devices

Closa

4. After finishing the previous step please click the marked place to expand the list.

[ ] L ienia i i . go oraz certyfikatu
~  Hektroniczne ID Dolgczmodul  Odigczmodul & Odswiez
Konta ID roamingu ID twércy mod... ~ Sciezka biblioteki
T charis._ics gmbh  /Applic...P11.dylib
Identyfikatory elekironiczne laficucha kuczy
> oduly i znaczniki PKCS#11
T

ID twérey modutu: charismathics gmbh
Opis modutu: cm PKCS#11 module
Wersja biblioteki: 5.2
‘Wersja Cryptoki: 2.11
Sciezka biblioteki: fApplications/Charismathics/libcmP11.dylib

Zamkni]

4. Indication of the certificate

1. Please click ,Login” and enter PIN/OTP kode code.

Digital ID and Trusted Certificate Settings

| Digital IDs
Roaming ID Accounts
Digital ID Files

Keychain Digital IDs

~ PKCS#11 Modules and Tokens

y cm PKCS#11 module

Trusted Certificates
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Change Password | Login | Locout &% Refresh
Token Label ~ Status
Card0s.. Logged out
D
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2. Please click the lowest position in previously expanded list, choose a certificate and

then click the pencil icon. Finally please click ,,Use for Signing”.

rererences
Digital ID and Trusted Certificate Settings

| L
~  DigitalIDs
| Roaming ID Accounts
Digital ID Files

Keychain Digital IDs

SegerifivatgDetalls  ( Export i) Refresh & Remove ID
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