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Before starting the configuration process please make sure that following
technical requirements are met:

e appropriate middleware for the SmartCard used is installed

e Adobe Reader is installed and up to date

e during signing process the SmartCard has to be inserted into
corresponding slot in the reader and reader has to be connected to the

computer

If Adobe Reader has not been installed, please download installer from
manufacturers website and install it:

https://get.adobe.com/pl/reader/

The configuration process involves the following steps:

1. Please open Adobe Reader and click ,Edit” in main menu, then please
choose , Preferences”.

Home  Tools

Recent
Starred [EET

Scans

FILES
My Computer
Document Cloud

Add an Account

SHARED
Shared by you

Shared by others

SIGN

1 +

Adobe Acrobat Reader DC

:e‘«’e\‘; Sign Window Help

Q

Re... See All Tools

Comment

Add comments with sticky notes,
highlights, and maore.

Use Now

Recent

Search ® Sign In

Do more when you sign in

Auto-fill forms, save signatures, and ac
your files from anywhere when you sig
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2. Please choose ,,Security (Enhanced)” among the categories on the left
side of ,,Preferences” window and then uncheck , Enable Protected Mode
at startup” and finally approve by clicking ,,OK” on the lower right corner
of the window. Finally please close and reopen Adobe Reader.

Preferences

Categories

Commenting
Documents
Full Screen
General
Page Display

Sandbox Protections
[ enable Protected Mode at startup Run in AppContaine

Protected View off

3D & Multimedia
Accessibility

Adobe Online Services
Email Accounts

Forms

Identity

Internet

JavaScript

Language

Measuring (2D)
Measuring (30)
Measuring (Geo)
Multimedia (legacy)
Multimedia Trust (legacy)
Reading

Reviewing

Search

Security

Security (Enhanced)
Signatures
Spelling

Tracker

Trust Manager
Units

Enhanced Security

[ Enable Enhanced Security

Privileged Logations

If your workflows are negatively impacted by security settings, use Privileged Locations to

selectively trust files, folders, and hosts to bypass those security setting restrictions.
Privileged Locations allows you to work securely while granting trust to items in your
workflow.

[ Automatically trust documents with valid certification

X

)

[l Crass domain log file

[ Automatically trust sites from my Win OS security zones View Windows Trusted Sites
Add File Add Folder Path Add Host emor
Is Prg 2  Whatis Enhanced Security?  What are Privileged Locations?

v

3. After reopening Adobe Reader please click ,,Edit” and choose
»Preferences” again.

Adobe Acrobat Reader DC - O X
File] Edit JView Sign Window Help
Home  Tools Q_ Search @ Sign In
~ ~
Recent
Re... See All Tools o
Starred [EETD Do more when you sign in
Comment Auto-fill forms, save signatures, and ac
Scans your files from anywhere when you sig
Add comments with sticky notes,
e highlights, and more.
Use Now
My Computer
Document Cloud
Recent
Add an Account
SHARED
Shared by you
Shared by others
SIGN
All A +. hd hd
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4. Please choose ,,Signatures” among the categories on the left side of
,Preferences” window, and then click the button marked below.

Preferences x
Categories:
Digital Signatures
Commenting
Documents Creation & Appearance
Full Screen
General « Control optiens for signature creation More...
Page Display « Set the appearance of signatures within a document
3D & Multimedia Verification
Accessibility
Adobe Online Services « Control how and when signatures are verified More..
Email Accounts
Forms
Identity Identities & Trusted Certificates
Internet
Javacript  Create and manage identities for signing More..
+ Manage credentials used to trust documents
Language
Measuring (2D)
Measuring (3D) Document Timestamping
Measuring (Geo) . R )
Multimedia (legacy) « Configure timestamp server settings .

Multimedia Trust (legacy)
Reading

Reviewing

Search

Security

Security (Enhanced)
Signatures

Spelling

Tracker

Trust Manager
Units

5. Please expand list named ,,Digital IDs”, then choose ,,PKCS#11 Modules
and Tokens” and finally click the button marked below. Within newly
opened window please indicate the cryptographic library
(C: \W|ndows\System32\cmP1164 dil or cmP11.dll).

{reatuinn X Annearance.

[ﬂ Digital ID and Trusted Certificate Settings x

v Digital IDs Attach Module | Detach Module e Refresh I

Roaming ID Accounts Module Manufacturer ID Library Path

Digital ID Files L
es I
Windows Digital IDs 3

PKCS#11 Modules and Tokens

Trusted Certificates

Manage PKCS#11 Modules

This is a list of loaded PKCS#1 1 modules. You can load additional [
modules to gain access to new cryptographic devices k
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6. After finishing the previous step please click the marked place to expand

the list.
{ reatinn & Annearance

E Digital ID and Trusted Certificate Settings x|
. I
v Digital IDs Attach Module  Detach Module e Refresh F

1 Roaming 1D Accounts Module Manufacturer ID Library Path

charismathics gmbh CA\Windows\System32\cmP11.dll

Digital ID Files B

Windows Digital IDs F

+  PKCS#11 Modules and Tokens

“ cm PKCS#11 module ]

AWP Authentic V3
Module Manufacturer ID: charismathics gmbh
Module Description: cm PKCS#11 module
Library Version: 5.4
g Cryptoki Version: 2.11
Library Path: C:\Windows\System32'cmP11.dll

Trusted Certificates

7. PIease click ,Login” and enter PIN code.

1 reATINN & ANNeArance

ﬁ Dlgltal ID and Trusted Certificate Settings X L
P . ﬂ I
v Digital IDs Change Password | Login | Logout g% Refresh r

1 Roaming ID Accounts Token Label thius

AWP Authentic V3 Logged out

Digital ID Files
Windows Digital IDs F

v PKCS#11 Modules and Tokens
> cm PKCS#11 module B

Trusted Certificates
Token Label: AWP Authentic V3
Module Manufacturer ID: Oberthur Technologies

Model: Java Card n
18 Serial Number: 5167050000000264 ]
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8. Please click the lowest position in previously expanded list, choose a
certificate and then click the pencil icon. Finally please click ,Use for

. 0 ”
Signing”.
L Lreannan ; annearance
|’E Digital 1D and Trusted Certificate Settings X L
L e r
«~  Digital IDs . ,f '| [F % &% Refresh @ Remove ID F
b Roaming ID Accounts Name Expires
v Use for Signi
- Keaysg ¥ # Use for Signing 2023.08.06 112
| Digital ID Files Krzys] Manage Attribute Certificates et 2022.08.19 083
Windows Digital IDs L‘u}ﬂ Personalize b

) PKCS#11 Modules and Tokens
N cm PKCS#11 module

AWP Authentic V3
Krzysztof
Trusted Certificates .
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